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Today

•Why data management planning?

•Data management plan step by step
1. Description of research data

2. Ethics and legal compliance

3. Documentation and metadata

4. Data Storage

5. Sharing and archiving the data

6. Responsibilities and resources

•Questions and comments
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Why to plan research data management

• Practical benefits
• Saves time and streamlines your work.
• Reduces risks such as the loss or corruption of 

data.
• Helps you organize, save and find your data.

• Make your data Findable, Accessible, 
Interoperable and Reusable FAIR

• Help others understand your data.
• Encourage other researchers to reuse and cite 

your data.
• Reduce overlapping work.

• It is good research practice
• Demonstrates that you are working ethically and 

responsibly.
• Comply with data protection regulation.
• Makes your research more transparent, reliable 

and reproducible.
• Helps to prove or validate research findings.
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CESSDA ERIC https://www.cessda.eu/

https://www.fairdata.fi/en/about-fairdata/fair-principles/
https://www.cessda.eu/


DMP required by Tampere higher education community

Tampere higher education community’s Open Science and Research Policy (PDF)

“The researcher should make a data management plan at the research 
planning phase, regardless of whether the data being produced will be opened. 
The funder’s requirements must be taken into account in the drafting of the plan. 
The researcher should update the data management plan as the research 
progresses.” 
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https://www.tuni.fi/sites/default/files/2019-02/tuni-open-science-guidelines.pdf


DMP required by several funders

Academy of Finland

• The planning of data management enables the 
opening of research data, reduces the risk of the 
loss of research data and is an essential part of 
good scientific practice.

• At the application stage, all applicants shall briefly 
describe their data management in section 4.3 of 
the research plan (‘Open science’).

• A researcher who has received a positive funding 
decision must submit the actual data management 
plan within eight weeks of the funding decision.

EU Horizon 2020

• Once a project has had its funding approved and 
has started, you must submit a first version of 
your DMP (as a deliverable) within the first 6 
months of the project.

• The DMP needs to be updated over the course of 
the project whenever significant changes arise
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https://www.aka.fi/en/research-funding/apply-for-funding/how-to-apply-for-funding/az-index-of-application-guidelines2/data-management-plan/data-management-plan/
https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm


Academy of Finland requirements on open 
research data

“Research data and research publications are among the most important outputs of publicly 
funded research. By default, therefore, all research data and materials produced with 
funding from the Academy of Finland are openly available. 

The degrees of data openness may justifiably vary, ranging from fully open to strictly 
confidential. If the research data cannot be made openly available in full, the metadata 
must be stored in a Finnish or international data finder. From a research ethical and 
legislative point of view, research data should normally be stored for research verification 
purposes.”
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AoF: Data management planning after 
positive funding decision

• A researcher who has received a positive funding decision must submit the actual data 
management plan within eight weeks of the funding decision. 

• Make sure to ask your organisation’s data expert for help in good time when writing the 
data management plans.

• We recommend that you use the DMPTuuli tool to draft the data management plan. The 
plan should be no more than approximately two pages long.

• The actual data management plan shall be submitted in the online services in connection 
with applicant approval but before the approval of the representative of the site of 
research. The site of research commits to ensuring that the data management plan can be 
implemented at the site of research, and that the measures to be taken comply with good 
data management practice.
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https://www.dmptuuli.fi/


Data management planning process in 
Academy of Finland’s application
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What is a data management plan (DMP)?

• Data management plan (DMP) is a document 
in which a researcher will outline the life 
cycle of the data during and after the 
research.

• Start writing your DMP as soon as you start 
planning your project and keep it up to date. 
DMP is a living document.

• Tips for writing a DMP: 
• Use DMP to complement your research plan -

avoid overlapping with the research plan!

• Be concrete.

• Answer in the way that yourself understand.

• Do not copy-paste answers elsewhere.

• Not only a document, but a tool to carry out 
practicalities and controlling risks. 
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DMP components

Academy of Finland’s DMP consists of the 
following component

1. General description of data

2. Ethics and legal compliance

3. Documentation and metadata

4. Storage and backup during the research 
project

5. Opening, publishing and archiving the data 
after the research project

6. Data management responsibilities and 
resources

See General Finnish DMP Template (.docx)
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https://www.dmptuuli.fi/template_export/328870627.docx


DMPTuuli

• DMPTuuli helps you to create, review, and 
share data management plans.

• Templates for data management plans (e.g. 
funders templates).

• National and institutional guidance (Tampere 
University).

• Find your way to DMPTuuli: 
https://dmptuuli.fi/ 
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https://dmptuuli.fi/


1. General description of data
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Describing data
• Research data are the evidence that underpins the 

answer to the research question, and can be used 
to validate findings regardless of its form (e.g. 
print, digital, or physical).” [1]

• Data can be categorized, for example: 

• Data collected for your project

• Reused data 

• (Remember to describe the terms of use and licenses in 
section 2)

• New data which is created during the research 
process

• Categorisation helps you acknowledge 
different data handling needs for different 
data.

• Describe data formats and needed software.

• Estimate the size of the data – required 
storage space.

[1] Concordat on Open Research Data, published on 28 July 2016
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Photo by Markus Spiske on Unsplash

https://unsplash.com/@markusspiske?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Quality of the data

Tricky question, indeed. Depends on data but some examples listed: 

• Version control processes. This can mean e.g. shared and documented file 
naming conventions, or everyone in team working in Git repositories
(GitLab page, intra).

• Transcriptions of audio or video interviews should be checked by someone 
other than the transcriber.

• Analog material should be digitised in the highest resolution possible for 
accuracy.

• In all conversions, maintaining the original information content should be 
ensured.

• Organise training sessions and set guidelines to ensure that everyone in 
your research group can implement quality control.

• Does your research include processing personal or sensitive data? If yes, 
please discuss how minimisation, pseudonymization and anonymisation 
affect data quality.
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Image by Gerd Altmann from Pixabay

https://intra.tuni.fi/en/handbook?page=22319
https://www.fsd.tuni.fi/en/services/data-management-guidelines/anonymisation-and-identifiers/#minimisation-or-how-to-collect-only-the-minimum-amount-of-personal-data-necessary
https://tietosuoja.fi/en/pseudonymised-and-anonymised-data
https://pixabay.com/users/geralt-9301/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=571146
https://pixabay.com/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=571146


Tips for writing DMP

• The dataset list is in line with research plan and rest 
of the DMP.

• Data categorisation acknowledges different data 
handling needs (for example sensitive/confidential 
data).

• Explain why certain formats have been chosen and 
indicates if they are in open and standard format. If 
a proprietary format is used, explain why. 

• Explain if any special or uncommon software are 
needed to view or use the data. 

• Data types and formats are clearly outlined in a 
table or a list with bullet points.

• Clearly recognises possible error sources during the 
data lifecycle, to ensure the quality of data.
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What kind of data do you have?
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2. Ethics and legal compliance
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IPR and user rights

• Make an agreement on usage rights of your 
data

• Who is allowed to use the data during the 
project?

• What are you planning to do with the data after 
the project?

• What happens to data if someone leaves the 
project?

• Are there any patents or copyrights related 
to your data?

• Third party data (e.g. data archives, 
companies, registry data, open data)

• Use licenses to define terms and use of your 
data: 

• Creative Commons for data and

• MIT or GNU for code.
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https://libguides.tuni.fi/researchdatamanagement/cc
https://libguides.tuni.fi/researchdatamanagement/opensource


Use of research data may be restricted in 
several ways
• The consortium agreements define the responsibilities related to the cooperation project. If 

you share personal data with your collaborators, agreement on joint controllership may 
also be needed if it is not included in the consortium agreement.

• The processing of personal data is agreed with the research participants. Or at least they 
are informed.

• Research permits from target organisations define the collection and use of data. 

• The use of register data and official data in the study is agreed with the authority 
concerned.

• The funding terms and conditions may specify the use of the research data

• Employment contracts.

• Data archives define licenses or other terms of use for research data.

• Copyright may restrict the use of research data if data produced by research participants 
are used for research.

• See also: Tampere Universities’ transfer Agreement for contract research (intra)
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https://intra.tuni.fi/en/handbook?page=5034


The right to be acknowledged as an author 
• Researchers can agree on authorship concerning research data and publications made 

based on the data. 

• The Finnish Advisory Board on Research Integrity's (TENK) states that researchers should 
agree on principles relating to authorship before starting on research or recruiting 
researchers.

• A research publication is always a work, but research data are not always protected by 
copyright.

• Regardless of whether the data are protected by copyright, researchers should at the start 
of the research come to an agreement amongst themselves on the use and archiving of 
the data

• You should always refer to archived research data and the original researcher or 
researchers using the same principle as when referring to written sources

Source: Data Management Guidelines by FSD: Copyright and Agreements https://www.fsd.tuni.fi/en/services/data-management-guidelines/copyright-and-
agreements/
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https://www.fsd.tuni.fi/en/services/data-management-guidelines/copyright-and-agreements/


Personal information in research
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What counts as personal data

Direct identifiers

• Social security number

• Full name

• Audio file

• Email (with name)

• Video file displaying 

person(s)

• Photograph of person(s)

Strong indirect identifiers

• Email

• Phone number

• Date of birth

• Rare occupation

• Vehicle registration number

• Student ID number

Indirect identifiers

• District/part of town

• Municipality of residence

• Age

• Household composition

• Occupation

• Education

• Mother tongue

• Nationality
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When you process personal data
• If you collect information from research participants or about

research participants, assume that you will collect personal 
information -> You must follow Data Protection Act

• When personal data is processed participants (informants) must 
be informed:

• For what purpose are their data being collected

• How their personal data are being collected, processed, 
used, stored, disseminated and made available

• Data controller

• Legal basis for processing personal data (scientific research)

• A privacy notice is compiled in order to inform the participant

• The form is given to the participant together with an information 
sheet.
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More information: 

• Data protection path of 

research

• FSD guidance on 

informing research

participants

https://www.tuni.fi/en/research/responsible-research/data-protection
https://www.fsd.tuni.fi/en/services/data-management-guidelines/informing-research-participants/


Risks assessment when processing personal data

• Concise risks assessment

• Must always be completed before 
processing personal data 

• Assessment from the data subjects 
perspective

• Risk assessment must be documented.

• Data protection impact assessment (DPIA)

• Must be completed if the concise 
asssessment reveals that processing 
activities pose a high risk to data subjects.

• Criteria for assessing the likelihood of a high risk 
(Office of the Data Protection Ombudsman)

• Please contact dpo@tuni.fi
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Proposed research protocols requiring 
ethical review on non-medical research
a) Intervening in the physical integrity

b) Deviating from the principle of informed consent

c) Research is on minors under the age of 15, 
without separate consent from a parent 

d) Exposing participants to exceptionally strong 
stimuli (e.g. violence, pornography)

e) Involving a risk of causing mental harm (trauma, 
depression, insomnia)

f) Conducting the research could involve a threat to 
the safety of participants or researchers 

• Ethical review on non-medical research in the field 
of the human sciences

• In medical research a statement from local ethical
committee is an absolute prerequisite.
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NOTE! Ethical review does not free you from
responsibility!

If a funding agency or publisher requires an ethical review 
but such a review has not been carried out because the 
ethical review policy that is in place in Finland does not 
require it, the Ethics Committee may provide you with a 
document that describes the Finnish policy.

https://www.tuni.fi/en/research/responsible-research/ethical-reviews-in-human-sciences


Tips for writing DMP 1/2
• Identify the rights owner of the data and the 

rationale concerning data ownership.

• In the case of multi-partner projects explain how 
their roles and responsibilities regarding the data are 
addressed.

• Describe, how you will agree on use of the data, 
authorship of the data and what you will do with the 
data after your project is complete.

• Identify the licenses or other terms and conditions 
that will apply to data.

• Identify possible intellectual property rights such as 
copyrights that may concern the data.
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Tips for writing DMP 2/2

• Indicate whether you process personal data and explain 
how you comply with the Data Protection Act.

• Identify the Data Controller and a legal basis for processing 
personal data according to GDPR

• Consider data minimization, anonymization, pseudonymization, 
removal of direct identifiers, when appropriate.

• Consider the need for data encryption and other appropriate 
technical safeguards.

• Indicate, if you need to agree on data processing or joint 
controllership with external parties

• If applicable, provide details of ethical issues that may 
affect data storage, transfer, use, sharing and/ or 
preservation, and demonstrate that adequate measures 
are in place to manage ethical requirements.

• If applicable, mentions whether ethical review is being 
pursued. In case ethical approval has already been 
obtained, refers to the relevant committee and documents.
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Agreements and personal data in your research?

1. What is a typical case in 
your field when you
have to make
agreements about
research data?

2. Do you collect personal
data?
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3. Documentation and metadata
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Housekeeping with folders and files

• Organized and consistent folder structures

• Keep your file names

• Short

• Informative – describing the content

• Consistent

• Caution! No personal information in file names

• Include version numbers in file names

• For example v01, v02, v03

• Use standardized date and time format

• Date → 20210412_datapilot.docx
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What to describe?
The project-level documentation explains:

• For what purposes was the data created?

• Background information of your project

• What does the dataset contain?

• Interviews, questionnaires, pictures…

• How was data collected?

• Who collected the data and when?

• How was the data processed?

• What possible manipulations were done to the data?

• Is the data anonymised?

• Are there new versions?

• What were the quality assurance procedures?

• How can the data be accessed?

Source: https://www.cessda.eu/Training/Training-Resources/Library/Data-
Management-Expert-Guide/2.-Organise-Document/Documentation-and-metadata
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https://commons.wikimedia.org/wiki/File:Metadata
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Public metadata

• Public metadata required in Tampere 
higher education community’s Open 
Science and Research Policy

• ”The essential metadata describing the 
research data is always open. The 
metadata include information on the 
structure of the data and details 
concerning its production, producers, 
owners, and terms of use, as well as the 
unique persistent identifier of the data.

• Qvain is a tool to create the metadata for 
your research dataset. Offers template for 
creating description. Metadata can be be
then published in Etsin. 
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https://zenodo.org/record/2654485#.YHaseudRU2w

https://www.tuni.fi/sites/default/files/2019-02/tuni-open-science-guidelines.pdf
https://qvain.fairdata.fi/
https://etsin.fairdata.fi/


Tips for writing quality metadata

• Pay attention to titles

• An example: Greater Yellowstone (where) Rivers (what) from 1:126,700 
(scale) U.S. Forest Service (who) Visitor Maps (1961-1983) (when)

• The goal of a metadata record is to give the user enough information to 
know if they can use the data without contacting the dataset owner.

• Be detailed: there’s no such thing as too much metadata!

• Select keywords wisely. Use thesauri for keywords whenever possible.

• Remember: a computer will read your metadata.

• Do not use symbols that could be misinterpreted by software: Examples: ! @ 
# % { } | / \ < > ~

• When copying and pasting from other sources, use a text editor (e.g., Notepad) 
to eliminate hidden character

Source: https://www.dataone.org/education-modules Lesson 07: Metadata
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https://commons.wikimedia.org/wiki/File
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Tips for writing DMP

• Outline the documentation needed to enable data 
re-use.

• List the metadata standards used for each data 
type, if known. 

• Describe how the documentation protocol is agreed 
(and documented), if no metadata standard is 
available for a data type.

• Refer to documentation requirements of a data 
repositories/archives planned to use.

• Outline who is responsible for the documentation 
during the data lifecycle (capture, analysis, storing, 
publishing, etc.)
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4. Storage and backup during the
research project
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Storage solutions at Tampere Universities

OneDrive for Business

• for students and employees

• 1000 GB storage space for each user

• data can be shared also with users ouside our 
university

• applicable for ordinary personal data

• N.B! OneDrive for Business used with TUNI 
account is not the same service as the 
OneDrive targeted at consumers.

Tuni Groups

• The same as OneDrive for Business but 
tailored for group work

• access right management

• collaboration support tools

Personal home directory

• All new new students and staff members get a 
personal home directory (P: drive). 

• The default quota for new users is 5 GB.

Tailored solutions

• Technical challenges

• very large file size

• e.g. 1000 hours of video recordings

• Very sensitive data

• e.g. sensitive personal data, patient records

• How about your own devices and storage 
solutions?
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https://www.tuni.fi/it-services/handbook/2691/3256?
https://tuni.fi/groups


About cloud services

• It is not essential if it is a cloud or not

• The key is the security of the selected 
solution

• How is it built and maintained?

• Probabilities for data losses and data 
leaks?

• Terms of use? 

• Tampere Universities have a contractual 
agreement with Microsoft that the O365 
cloud services are e.g. GDPR compliant.

• N.B! Universities have no contract with 
Dropbox, Google, etc.
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Tips for writing DMP

• Prefer home institution's or CSC's suitable data storing 
places and backup policies with version management 
system for each data type in terms of data security and 
privacy, performance, capacity, usability and sustainability.

• Explain if, and why it is not the (preferred) home 
institution's storage.

• Explain how physical data is stored.

• Name who will be responsible for controlling access to the 
data.

• Explain how the access will be controlled and what kind of 
appropriate safeguards, e.g. log file system is used, if any.

• Describe the access control of physical locations, if data is 
stored in your own premises. 
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5. Sharing and archiving the data 
after the research
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Plan and prepare opening before hand 1/2

• Start by thinking can you open the whole 
data, part of the data or only metadata.

• Inform research participants and ask their 
permission for data opening 

• Consent for participation (.docx)

• Privacy notice (.docx)

• In your research group and also with a 
possible business partner, make an 
agreement about data opening.

• Example of reasons why data opening is not 
possible:

• Ethical and legal issues

• Ownership / Copyright

• Business secrets 
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Plan and prepare opening before hand 2/2

• Choose home for your data. It makes 
sense to contact a data repository 
beforehand. 

• Describe your data in the way that the 
others can understand it. Create 
metadata.

• Use data formats which are appropriate for 
a long-term storage.

• Use data formats which can be used 
without commercial software.

• License your data.

• Anonymize your data.
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https://www.fosteropenscience.eu/



Optimal timing for sharing
• During the research project?

• When you publish your research article?

• For example: “PLOS journals require authors to make all 
data necessary to replicate their study’s findings publicly 
available without restriction at the time of publication.”

• At the end of the research project?

• Open Science and Research policy: ”The Tampere higher 
education community ensures that the researchers who 
produce the data have sufficient priority over other users 
to access their data.”

• Academy of Finland: ”Research data must be made freely 
available as soon as possible after the research results 
have been published.” 

• How long embargo is justified? Good question!
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Data and code opening in a data repository

• Remember that

• Repository is appropriate for your data 
(contains similar datasets, fits requirements 
of a funder/publisher etc.). 

• Repository assigns persistent identifiers
(PID), such as DOI or URN, to your data

• Repository publishes machine-readable 
metadata and uses a known metadata 
standard.

• Repository has clear policies about 
accessing and using data. 

• Repository has a certificate indicating 
trustworthiness (for example Core Trust 
Seal or ISO 16363 standard)

• Search for repositories Re3data.org
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Data sharing in a scientific or data journal 

• In a scientific peer reviewed journal, when you 
publish an article:

• Data as supporting material/appendix of an article (risk 
that data will be behind the pay wall)

• Data opened in a data archive (journals may have 
recommendations about archives)

• When you make a publication plan, check journal’s 
data policy → think when you want to share your data.

• Data availability statement may be required.

• In a scientific data journal, when you write and 
publish the description of your data.

• Data published as a part of the article.

• Data deposited and shared in a data archive.

• Examples of data journals: Springer Nature Scientific 
Data, Elsevier Data in Brief
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Tips for writing DMP 1/2

• Describe how the data and/or metadata, or software will be 
made discoverable and shared.

• Specify when data will be shared and under which license.

• Include the name of the repository, data catalogue, or registry 
where data will or could be shared. Share data in repositories, 
catalogues or registries which provide PIDs.

• Explain, if applicable, why data sharing is limited or not possible, 
and who can access the data under which conditions.

• Explain, where possible, what actions will be taken to overcome 
or to minimise data sharing restrictions.

• Indicate which specific tools or software potential users may 
need to access, interpret, and (re-)use the data.

• Provide information, if relevant, on any protocol to access the 
data (for example if authentication is needed or if there is a data 
access request procedure).

• Specify how the data can be re-used in other contexts.
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Tips for writing DMP 2/2
• Provide details of what data collected or created in the project will be 

preserved in the long term and clearly indicates for how long. 

• Provide details of which (versions of) data and accompanying 

documentation will be retained or disposed of and explains the 

rationale.

• Provide details of how the selection is made, and what possible 

interest there would be for re-use (or not).

• Provide details on how the data, accompanying documentation, and 

any other required technology such as copies of software in specific 

versions will be archived in the long term. 

• Explain how data will be managed in a sustainable way beyond the 

lifetime of the grant. 

• Provide the name of the archive or trustworthy repository – or the 

way to curate and preserve data – that will be used to make data 

available for re-use. 

• Provide details on the access policy to the archived data.
20/05/2021 |  46

Photo by Aaron Burden on Unsplash

https://unsplash.com/@aaronburden?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/writing?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


How about you?

1. Have you used open 
data?

2. Do you plan to share 
your data / code?
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6. Responsibilities and resources
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Time and other resources needed

• Who (for example role, position, and institution) 
will be responsible for data management? Just 
a lucky guess, most likely YOU / RESEACH 
GROUP are in charge. 

• Allocate working hours for:

• Planning and gaining access to the field 
(permission etc.)

• Organizing data

• Creating metadata

• Processing data

• Data sharing (anonymisation) 

• You may need money for

• Devices

• External services (transcription).
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Tips for writing DMP
• Outline all the roles and responsibilities described in the DMP and 

names the individuals where possible.

• State who is responsible for the data resulting from the project after 

the project has ended.

• State the procedure for transferring these responsibilities (in case 

the person is expected to leave the project). 

• Explain how data management responsibilities are co-ordinated in 

collaborative projects. 

• Indicate who is responsible for implementing the DMP and updating 

it during the project.

• List the required resources and facilities for data management 

(e.g. storing environment, staff time used for data management, 

repository charges) and refer to the specified financial costs in the 

budget, according to funder requirements.

• Provide estimate of time and money needed to prepare the data for 

sharing, publishing, preservation (data curation).
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Good to know

Guidelines

• Research Data Management -guide (Tampere 
University Library)

• Data Management Guidelines (Finnish Social 
Science Data Archive) 

• Data protection path of research (Tampere 
University)

• Quick guide to information security (TAU intra)

• Practical guide to research data management 
(Science Europe)

• TAU DMP Guidance and Finnish DMP evaluation 
guidance

• Data management guidelines (Academy of 
Finland

Organizational policies

• Open Science and Research Policy

• Data Protection Policy (TAU intra)

• Information Security Policy
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Help available

Research Data Services comprehends:
• Library

• IT-services

• Research services

• Record management

• Legal services

• Data protection office

• Finnish Social Science Data Archive  (FSD)

• We organize research data management 

trainings.

• We provide instructions and resources

about data management.

• We comment data management plans.



Questions – feel free to ask and comment!
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Questions

•How can I know the ethical and legal issues related to 
my data management?

•Can we get one good example of DMP?

• Issues on collecting visual face data and mental health 
questionnaires

20/05/2021 |  54



Kiitos!

researchdata@tuni.fi
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