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The Big Dream
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Machine Learning as a Service (MLaaS)
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?

Client ML Model

CSP

Performs computations

§ Client uses cloud services to analyze its data.

§ Client’s data may be sensitive…
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Split learning
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Simple U-Shaped

o Take a model (NN) split into 
multiple parts client part (data 
lives) send one part to server. 
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Split Learning Overview
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§ First Few Layers § Remaining Layers
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Privacy leakage in split learning
Split Learning (Base Paper)
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ℒ (𝒚, 𝒚 = 𝐽(𝜃)

Abuadbba, Sharif, Kyuyeon Kim, Minki Kim, Chandra Thapa, Seyit A. Camtepe, Yansong Gao, Hyoungshick Kim, and Surya Nepal. "Can we use split learning on 1d 
cnn models for privacy preserving training?" In Proceedings of the 15th ACM Asia Conference on Computer and Communications Security, pp. 305-318. 2020.
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§ Plaintext Data

Update𝒘(𝒊), 𝒃(𝒊)
Update𝒘(𝒊), 𝒃(𝒊)

§ Goal: Learn suitable set of parameters



Visual Invertibility 

§ Original ECG samples

§ Reconstructed samples

§ Mitigate shortcomings
1. Add more layers before splitting; 
2. Apply differential privacy on split 

layer activation before send them 
to the server.
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Homomorphic Encryption (HE)
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U-shaped SL with HE
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§ Encrypted Data

One layer
§ pk/sk

§ Forward Propagation

Privacy leakage:
Reconstruct    𝑎(&)

𝑈𝑝𝑑𝑎𝑡𝑒 𝑤($), 𝑏($)

𝑢𝑝𝑑𝑎𝑡𝑒 𝑤("), 𝑏(")



U-shaped SL with HE
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§ Encrypted Data

One layer
§ pk/sk

§ Forward Propagation

𝑈𝑝𝑑𝑎𝑡𝑒 𝑤($), 𝑏($)

𝑢𝑝𝑑𝑎𝑡𝑒 𝑤("), 𝑏(")

§ No Privacy leakage



Experimental Results
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Experimental Results
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Conclusion
§ Our protocol…

§ Better Data Privacy § Efficiency
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Thanks!
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